[image: image1.jpg]@Y AUSTRALIAN
<=4 CUSTOMS SERVICE





RESTRUCTURING BUSINESS PRACTICES

AUSTRALIAN CUSTOMS CARGO MANAGEMENT

RE-ENGINEERING (CMR) PROJECT

(Slide 1) 
Helping Make Today’s Ideas Tomorrow’s Customs

I am pleased to have been invited to come along today and participate in this seminar – pleased but a little mystified……..??

Perhaps a quick introduction is called for - Garry Grant, Director Electronic Commerce within Australian Customs, garry.grant@customs.gov.au.   You may also like to check out the Customs website at www.customs.gov.au. 

In this presentation I will focus on arrangements being put into place for the Australian Customs e-commerce gateway – what we have so far called the Customs Connect Facility (CCF).   By the end I hope I will have taken some of the mystery out of Customs – somewhat like transmuting base metal into gold.   The CCF is a vital part of a much broader project - known as Cargo Management Re-engineering (CMR).   I will provide an overview of CMR which is intended to streamline Customs systems and business processes, provide benefits to industry and Government as well as facilitating trade.  

The gateway was officially launched by our Minister in March 1999 - in both traditional media and the Internet – and you will find detailed information on our web site. The CMR Business Model was released in March and is on the Customs Home Page.  

My presentation will cover :
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Topics
· Customs – what is it?

· Current Access arrangements

· Re-Engineering Customs

· The Brave New World - proposed e-commerce gateway

· Client Registration and ‘Security’ – firewalls, security management and digital certificates to authenticate clients 

· Law Enforcement implications of e-commerce

· International Developments

· Customs – Quo Vadis (Customs in the 21st Century?)

· Questions

I am a historian by trade so perhaps you will allow a slight digression.

Customs has always made good use of available technology – we have come a long way since the first Customs tariff was recorded on a stone tablet in Palmrya (trading entrepot in Roman Syria) during the 2nd century AD.

Noting that the person in charge of the Customs farm himself shall levy a duty in respect of each camel load…….

I am pleased to say that Australian Customs has been in the forefront of introducing computerised processes to speed up international trade – ironically we find that the very age and complexity of these systems is now a handicap. 

The challenges posed by e-commerce are not new.   In many ways e-commerce could be considered the latest in a series of developments over the last 50 years which have lead to changed systems and procedures as Government seeks to keep pace with technological and economic developments.   From a Customs perspective administrations have been dealing with issues related to fraud, smuggling and revenue evasion dating back to the Pharaohs. 

Looking at the current environment, what are issues affecting Customs?

· Growth in world trade due to the impact of the Internet – anecdotal evidence and some initial survey work suggests that mail order shipments at the post for low value goods and drugs have increased;

· Globalisation – S11 aside of course!   Potential to bypass traditional Customs duties and controls and consequent impact on community protection and Government revenue.  Australia has supported US moves not to tax Internet ‘goods’ but Customs has concerns over copyright, intellectual property, pornography and electronic funds transfer and we will need to work with other domestic agencies as well as international organisations such as WIPO/World Customs Organisation/UN;

· Customs and other law enforcement agencies will need to evaluate the impact of the Internet on security, audit controls, reliability, authenticity of messages and clients as well as other legal issues;

· Customs small clients will become Internet enabled allowing for 100% electronic reporting to Customs at far lower communications costs than at the moment – Customs may have to deal with 20,000 clients rather than 6,000 at present.

Customs will factor e-commerce into all its business processes especially as they related to collecting information relating to travellers, imports & exports, Customs and GST as well as various industry measures.
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Customs Conundrum 

Since the inception of international trading relationships, Customs administrations have occupied dual and sometimes contradictory roles at the border – we need to undertake:

· Revenue collection

· Control of the Border

· Facilitation of legitimate trade and travellers.
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The Customs Scene

To do our job we rely on the speedy and accurate receipt and transmission of information between clients and ourselves.   Customs needs business processes that focus upon essential procedures being performed in the most streamlined and efficient manner.   

Our information comes from industry over private communications networks either as EDI messages (computer application to computer application) or by directs electronic access to our mainframe.   At the moment there is NO direct Internet access to Customs systems though some industry clients can access certain VAN services using a web front end.  Overall some 30 billion characters pass through the current Customs gateways – over the next five years we expect this to increase by a factor of over 5.

In effect Customs is a large company with significant domestic and international responsibilities – with 4000 staff, an annual budget of $A530 million and national assets of over $A200 million.   We electronically clear 4 million import and export entries annually - generating 30 million EDI messages.  In addition the equivalent amount of data is processed through direct interchange between Customs Brokers and the Customs mainframe.

15 million international air passengers are processed – almost all within 55 seconds and an increasing number are electronically pre-cleared through direct links with participating airlines. 

Online processing accounts for over 98% of all imports and exports with a 'red line' in very few cases - less than 2% of total transactions.  Provided Customs and Quarantine requirements are met we transmit Customs release advice to importers within 30 minutes of payment of Customs duties.   As of 1 July we administer GST and other tax payments (such as the Tourist Refund Scheme) and provide information to the ATO for monthly business activity statements - accounting for imports and assessing credits for exports.   

One interesting development has been the steady increase in importers seeking GST deferrals – now close to 8,000.   Almost 30,000 importers have registered for ABNs – we expect that all 120,000 will do so.   
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Current E-Commerce Model (EDI & Interactive Access)

Since 1972 Australian Customs has implemented automated applications to exchange of information with clients.  We have steadily expanded our use of electronic systems to facilitate customs clearance procedures. 

At the moment we have a sole access arrangement through the Tradegate ‘hub’ which allows a number of VANs such as connect.com, Telstra and GEIS to use the system.     This contractual arrangement will extend at least until July 2001 by which time we will move ahead to a more flexible Internet gateway for our new business systems.

At the moment each Customs cargo application has its own system and we have a complicated arrangement for data storage and information retrieval.  Customs registration processes are governed by legislation and based upon PINS linked to client registration numbers – adequate for the current ‘closed’ network.

Customs does provides Internet advice to industry and the public from both domestic sources and overseas.  This is handled by our Victorian Shopfront, when the service began we had a few hundred queries a month - this has now reached a plateau of around 1,500.  

Australian Customs pioneered electronic clearance arrangements in close consultation with the Department of Immigration and Multicultural Affairs and international airlines.  Advance Passenger Processing is increasingly used to clear passengers using computer links between Customs, Immigration and participating airlines.  We can  ‘highlight’ high risk passengers and partially clear all others enroute.   The process provides for specific lanes, has cut airport congestion and reduced clearance times at the barrier from 55 to 30 seconds.   

APP will be essential as we prepare for the 2000 Olympics.   Now what we really need is Advance Baggage Clearance……..
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Current Customs Client Interface

We have steadily expanded our use of electronic systems to facilitate customs clearance procedures.   As I noted earlier, the age, range and complexity of these systems are a mixed blessing.  We are finding it increasingly difficult to manage these old systems and processes that are expensive to run. 

At the moment there is sole access to Customs systems through the Tradegate ‘hub’ – 

with connections from a number of VANs such as connect.com, Telstra and GEIS.   

This contractual arrangement extends at least until July 2001 at which time the

Customs Internet gateway will be in place.   Currently the backbone of this ‘private’

network is being replaced with TCP/IP and known as ‘Tradeway’

Our electronic systems are collectively known as “electronic initiatives" and the first EDI applications went into production in 1989.  We now have:

· COMPILE for interactive Import Entries

· EXIT (Exports)

· Air Cargo Automation

· Sea Cargo Automation 

· EDIFICE (EDI for Customs entries)

These "electronic initiatives" replaced manual procedures and paper transactions in the import/export industry with electronic messages.  They allow the Australian trading community and Customs to take advantage of international developments in electronic data interchange (EDI).  Electronic Funds Transfer (EFT) is almost exclusively used for Customs duty payments and non-deferred GST on imports.

Customs has both interactive and EDI systems and we process messages from clients in a variety of formats – the two main ones being UN/EDIFACT and the airline industry’s CargoIMP.   Some messages are in proprietary EDI format at the moment.

We will replace these systems with an Integrated Cargo System as part of the Cargo Management Re-engineering (CMR) project, which I will address later.   

Customs has some 5,500 direct industry clients – Customs brokers, freight forwarders, airlines, depot operators, port authorities and so on.  These are representative of a much wider client base of almost 140,000 importers and exporters which vary from extremely large companies to exporters who may deal with us once or twice a year.

Slide 7. 
Why Re-engineer?

An obvious question: "If Australian Customs processes and systems are already providing a timely service to industry, why change them?" 

· the commitment by the Australian government to Internet service delivery by end 2001 – coupled with increasing use of the Internet/Web by business;

· Globalisation, changing patterns of trade and an increasing shift to low value high volume consignments;

· pressure from industry for changes in forwarding/logistics management including rationalising/amalgamating processes - aiming for ‘one stop Customs processing’ including electronic links to the over 30 Australian Permit Issuing Agencies;

· As far back as 1996 it was recognised that broad-based enhancements to Customs systems, procedures and practices were essential;

· Despite the high level of performance of Customs systems, they are unlikely to meet the challenges we predict for the future; 

· Many of our systems were developed at different times to meet different needs.  They are a mix of interactive and EDI systems and at the back end linkages have developed as ‘bandaids’ rather than as cohesive processes.   Outsourcing Customs IT facilities presented opportunities to integrate and modernise Customs IT applications and business systems.  
· Perhaps unkindly, I liken our systems to an archaeological dig, the deeper you go the murkier it gets !!!   To be fair, when systems were designed in the late 80s/early 90s standard EDI systems were in their infancy and we worked with industry to design homegrown systems to best meet our needs.
· Our client groups use different systems and message formats - we are keen to standardise them as far as possible.

The core theme to CMR is to introduce flexible processes based upon Risk Management principles.  By doing this we will provide more effective services to Government, industry and the community. 

Not only should our technology be as modern as possible but we must ensure business processes are in harmony with the needs of industry and government.   In short, we have recognised the need to re-engineer our systems - not just convert current business systems to operate on new technology.
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Cargo Management Re-engineering

Customs is in the process of re-engineering its business processes and associated systems that support importing and exporting cargo to and from Australia. 

This is called Cargo Management Re-engineering (CMR).

CMR combines changes to government and industry business processes, integration of the current information technology systems and revisions to legislation. CMR will have significant impact on Customs staff (including possible changes to organisational structure), other government agencies and the international trading community.

The changes will mean:

· importers and exporters can generate their own Customs import and export declarations, calculate duty on imported goods and process Goods and Services Tax payments through the Customs e-commerce gateway;

· industry will have a single window to Government for importers and exporters through CCF by providing common infrastructure to support Customs and Quarantine business processes for screening and border inspection activities;

· mandatory electronic reporting of inwards and outwards cargo, removing need for paper manifests, and 

· opportunity for more efficient electronic reporting and clearance of vessels and aircraft.

The new business systems will be rolled out progressively during 2001. 

CMR represents:

· Very much a radical change in how we will deal with industry

· Moving to an open, flexible communications framework

· Tailored arrangements with clients - no longer one size fits all approach

· Intensive use of risk management and 'intelligent’ computer systems to target high risk consignments, and fundamentally 

· Re-engineering business processes NOT just IT systems.

Customs is committed to supporting the Australian Government’s agenda for the information economy.   CMR outcomes will be in line with Government expectations for all appropriate Government services to be delivered over the Internet by 2001.

Against this background it has been possible to develop a broad concept of what our integrated cargo systems will look like: 

· Streamlined minimal cargo reporting requirements (including single window to agencies involved in cargo clearance); 

· Timely electronic access by Customs and Quarantine for risk management purposes to relevant cargo data; 

· No Customs or Quarantine intervention in cargo flow, except in cases of significant risk or suspected criminal activity; 

· Tailored reporting arrangements for accredited industry partners (including periodic declarations and payment);  

· Flexible reporting arrangements for import/export transactions using the Internet/VAN/telephone.   Evaluate Internet payments.

The integration of Customs systems together with the introduction of new tools will significantly improve Customs research ability.  This together with improved technology and processes will enhance the ability of Customs and other agencies to identify high risk cargo and facilitate the movement of low risk cargo.   We want to reduce our own and industry’s costs, rationalise Government requirements and provide quality advice to all our clients. 
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Government Requirements for the Information Economy

The Australian Government has set an ambitious agenda and policy needs also have to be taken into account as well as those of our industry clients - I am sure you are familiar with these:

· Government OnLine Strategy

· Customs has completed its first progress report and will publish its OnLine Action Plan in September.   This process has had unintended benefits and we have expanded online links to agencies involved with issuing permits for imports/exports – including Quarantine, Defence and others. 

· Internet 2001

Customs fully supports the Australian Government’s ambitious agenda for the online economy and intends to have its services available over the Internet by the end of 2001.   

· Electronic Transactions Act 1999 

The Act, passed last year, is reflected in specific Customs legislation being drafted for our new cargo systems.    

· E-procurement

All payments to Customs – be they for duty or purchases will be channelled through the Customs e-commerce gateway.

· Australian Business Number – Digital Signature Certificate

Customs will use digital certification to authenticate our clients and ensure authorised access only to Customs – we are supporting the Gatekeeper framework and ABN Digital Signature Certificate.   As well we will pursue discussions with other digital certificate authorities such as Banks. 
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 Customs Connect Facility (CCF) – the Concept

Looking at CCF outcomes:

· meet Australian Government’s objectives for the Information Economy and the Prime Minister’s direction that Government service delivery be available online over the Internet by 2001.  

· comply with the Electronic Transactions Act 1999 and allow clients to use digital signatures.  Additionally, the CCF will implement the Government’s tax reform objectives and facilitate use of the Australian Business Number-Digital Signature Certificate.

· meet Australian Government Online Information Service Obligations; World Wide Web Consortium (W3C) “web content accessibility guidelines” and Australian Government Locator Service (AGLS) metadata minimum standards – which will apply to all Government web content by December 2000.   CCF will conform to National Archives of Australia and National Library of Australia policy on website publications and preservation as well as appropriate retention of electronic transactions.

Assuming that Customs Business Rules are met there will be no limitations on who can provide communications services to Customs - specialised communications businesses, Value Added Networks, Internet Service Providers, a community or association of business interests or through partnering arrangements between businesses.

Looking at the e-business gateway in a little more detail….

· move to open arrangement for channels to Customs – you will note the differences from the current arrangements.

· An Integrated Cargo System rather than separate systems with a single data warehouse.

· Firewalls and a client registration system to ensure only authorised users access Customs.

Some connections to Government Departments will be through the CCF - others will be direct to our production environment. 
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 Customs Connect Facility (CCF) – Functions/Access Methods

Looking at these functions we see:

· A range of clients including industry users, other Government Departments as well as Permit Issuing Agencies for imports and exports.  In addition there will be arrangements for remote access by Customs staff.    Payment facilities will also be provided – we are evaluating current EFT arrangements as well as making use of accredited Business Entry Point panel providers.

· Channels will provide for TCP/IP and voice.

· CCF functions will cover:

· EDI services such as translation, syntax checking and some data validation 

· Web based interactive links for import and export declarations as well as cargo reporting

· Push (broadcast) and pull messages

· Linkages to other Government services

· Interactive Voice Response applications to allow clients to check the status of their consignments as well as submitting Wireless Access Protocol (WAP) based Simplified Declarations over the web for low value goods.

· Internet payments and Electronic Funds Transfer

· Internal CCF Management services for functions such as statistics of usage, reports, audit and other functions

· Overriding both the CCF and Business Applications will be a security architecture in accordance with strict Government requirements.  This will be in accordance with DSD requirements and based upon firewalls, an X.500 Directory to govern public key access controls. 

· We will need to discuss with industry Application Service Providers how Customs and industry needs can met by the marketplace.

EDS Australia, the provider of Customs IT under the Government’s outsourcing program, will integrate development of the CCF and the new enterprise computer environment:

· The CCF will be in place by March 2001 to allow integration testing with Customs business applications.  Full functionality will be implemented as all CMR business systems come on line during 2001.

· Connections to the CCF will come from specialised communications businesses, Value Added Networks, Internet Service Providers, communities/associations of business interests or directly with our strategic business partners.  
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CCF - Features

Looking at CCF features in detail:

· access to a range of Internet and Telecommunications protocols, operating 365 days of the year – with 99.85% availability (except for small amounts of down time for maintenance purposes);

· access to Customs business systems using EDI over the Web (SMTP – e-mail attachments), interactive (HTTP/HTML/XML) Web browser access to the Integrated Cargo System or by voice.  Feedback from the US shows savings in EDI over the web, over US $10,000 per month is quoted.   Despite dire predictions from VANs the Internet has proved to be a safe, reliable and inexpensive way for trading partners to exchange data – so long as sensible precautions are taken! 

· clients to be ‘authorised’ through use of the Australian Business Number and  Government accredited digital certificate under the Gatekeeper framework;

· transition arrangements to support current cargo user software packages to be developed in consultation with other government agencies and industry.  The CCF will standardise on UN/EDIFACT and CargoIMP file protocols as well as evaluating emerging standards such as XML (Extensible Markup Language).

· Evaluate current EFT arrangements and look at providers from the BEP panel – credit card payments will not be accepted for the foreseeable future;

· use of the CCF for other Customs business functions such as e-purchasing, will be evaluated - the CCF will be scalable in anticipation of growth.   Traffic is expected to increase and the CCF will cater for 160 billion characters a year (rather than  the 30 billion now);

· CCF will meet Government electronic security requirements and will provide audit and records retention capability in keeping with Government legislation and requirements.  As well the CCF will meet World Wide Web Consortium (W3C) “web content accessibility guidelines”;

· A Help Desk will be provided by the CCF operator.
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What Does Industry Say ??

We have engaged in considerable public consultation on the Gateway’s development: 

· In March 1999 our Minister launched a discussion paper on our web site on the Cargo Management project, encouraging communications service providers to provide feedback. 

· Last May we held workshops in Sydney with Customs brokers, freight forwarders, express carriers, telecommunication providers, software developers and other interested members of the IT industry.   Further workshops were held earlier this year and others were conducted during August.   Over the last month weeks we have conducted Roadshows with over 1400 Customs and industry representatives.

In December 1999 we issued General Specifications on the Gateway and followed this up with the CCF Business Requirements published in draft form on 1 March 2000.  This is now on our web site as is a summary CCF Bulletin.
Inevitably there have been concerns expressed by some in the Customs community.  Change is always seen as a ‘threat’ and many Customs industry members have had stable online systems for over 10 years.  There were press suggestions that our gateway will be ‘inferior’ – we strongly rebutted these and other similar comments.

Feedback shows that the CCF does not represent Star Wars capability.  In the current e-commerce environment, the minimum any ‘gateway’ or ‘portal’ should provide is secure, browser based access.  A number of industry representatives have already indicated they would be willing to provide all or part of the CCF functions. 

· In particular there has been keen interest in possibilities for bureau services and application service providers.

We do need to be conscious of the need to keep industry in the loop – in particular they need information on the transition phase that will exist between heritage systems and the new Integrated Cargo System.

There is general consensus on the need to use the Internet but many industry members have mixed feelings on what is seen to be a Government need for security and authentication and we need to work with them in this regard.   

Similarly industry is keen for Government not to duplicate existing commercial systems and data and we need to evaluate our needs in this light.

Slide 15

Client Registration 

Who are Customs clients ???

· I have noted that we have a direct client base of about 5,500 representative of a much wider community of about 140,000 (115,000 importers the rest being exporters).    

· They currently report to Customs over a closed network using standard data formats for EDI messages or the COMPILE interactive screen - this information is extensive and relates to cargo movements (including identification of the 'agent', carrier and owner – now using the ABN).   

· Most clients have an Australian Company Number - a significant minority (about 30,000) represent what we call individual non-commercials  - which deal with us through brokers and express carriers.   All Customs clients - brokers, importers, exporters etc are identified by a Customs Owner Code (internal electronic identification).

· Customs also has a range of Government clients – various Departments such as Quarantine, ATO and the Bureau of Statistics that have direct linkages to our business systems, other s that issue permits for specific imports/exports as well as other agencies such as the Australian Maritime Safety Authority.

This ‘closed’ system requires businesses to register and interactive users have a PIN number that is verified against a Customs owner code – laid down in the Customs Act.  

· Moving to a web process has involved modification to legislation in keeping with the Electronic Transactions Act – drafting instructions are with the Office of Parliamentary Counsel.   

· Customs will require legally enforceable processes and maintain a chain of evidence about transactions.  Despite many fears about the Internet one advantage of a web gateway is the improved opportunities for guaranteeing an audit trail.

In future connections to Customs will come from a variety of sources:  

· ‘direct’ connections to the CCF using ISDN, Frame Relay or ATM; 

· ISPs; VANs as well as IVR and WAP – raising a number of authentication and security issues compounded by likely public access (what we call Aunt Sally as well Uncle Tom), and   

· web forms for low value entries - with Internet trading on an exponential curve we can expect those Customs dealings with 'unknowns' to mushroom.   
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Security Architecture Model

From a security perspective we have defined 3 Customs ‘categories’ and we will be looking to a layered process to secure our systems and regulate appropriate access.

· external users seeking access to appropriate Customs business systems

· Customs internal Local Area Network (LAN) users

· Secure and protected LAN access 

We do have a draft security policy which will govern roll out of systems architecture - currently being discussed between Customs and our IT provider, EDS Australia.  As a Government department we are constrained by relevant Government policy and our security processes will have to meet DSD and ASIO accreditation.   Overlaying all our new systems will be a security architecture – covering our new enterprise environment, business applications and databases/data services.

We propose to have:

· A Security Management Information Base (Users - profiles, Resources – covering conditions set by each resource owner, Policies, Status and Audit Log)

· Security Management components (Security Interface) 

· Security Services (Authentication, Authorisation, Privacy, Integrity, Non-Repudiation and Monitoring) as well as Security Functions (Encryption, Antivirus, Public Key Infrastructure and Intrusion Detection System). 
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Customs and Public Key Infrastructure

To regulate access to future Customs systems we intend to mandate digital certificates accredited by the Gatekeeper framework.  While this is a Government process at the moment we hope that in about 12 months this will move to a standards based commercial process, which meets the needs of both Government and industry clients.

Customs will not itself issue digital certificates or provide electronic keys to Customs clients – these will be issued by providers accredited by the Australian Government’s Public Key Authority (GPKA).    We hope that this may act as a catalyst for B2B Internet commerce.

The CCF will validate the sender of incoming messages as an authorised Customs client.   A client’s certificate will be checked by the Customs Security Architecture (linked to our Client Registration system as well as the ATO’s Australian Business Register and CA’s certificate revocation lists) to ensure that any digital signature is valid.   Our security architecture will meet Government standards (vetted by DSD).

We will publish lists of accredited CA’s/RA’s on our web site – as more providers are given accreditation our clients will receive greater choice.  The GPKA will, of course, ensure that certificates are interoperable and comply with appropriate standards.

As noted above we will:

· Mandate digital signatures, in practice most likely the Australian Business Number – Digital Signature Certificate (ABN-DSC).  We do need to look at viable options for infrequent clients;

· Only authenticated users will be allowed past the ‘front door’ – we will ‘check’ the Customs Client Registration database, as well as other sources such as the Australian Business Register, CA’s Certificate Revocation Lists and so on.

· Issue transaction based attribute certificates to each client – these will be linked to a client’s primary certificate.  In effect ‘cookies’. 

Customs has long supported PKI and has advocated its use log before it was so fashionable.  We were members of the Standards Australia PKAF process in the mid-90’s and advocated possible PK applications to a range of business processes such as postal consignments.
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Digital Certificates - Issues

Unlike the current ‘closed’ network, authenticating our clients will no longer be managed as part of Customs business or technical processes.

With all this in mind can I raise the following concerns:

· the apparent lack of knowledge of the process and the implications for both Government and industry.   There is every possibility that industry will proceed down its own path given a likely different perception of how PKI should meet business objectives.  

· In this regard I note a range of recent announcements by KPMG and Dun and Bradstreet; Price WaterhouseCoopers; Telstra and Baltimore as well as Australia Post and eSign.  The publication by Standards Australia of an Australia/New Zealand Standard (AS/NZS 4444:1999) for Information Security Management is very encouraging and may well assist industry certification on a risk based auditable basis.  The cost of this process could be of concern to SMEs.

· with only 2 entry level accreditations so far given we are hamstrung with certain operational initiatives for secure communications.  Other agencies have either used non Gatekeeper accredited PKI or shied away from it to use alternative encryption methodologies – we would prefer not to do this.  There have been recent announcements by Telstra – they will act as a certification authority, working with Baltimore Asia Pacific.  The decision by Australia Post to act as a Registration Authority recently was welcome news – especially as this was in concert with the other accredited company, eSign (Australian provider of Verisign products); 

· concern at suggestions of 'rolling' out the certificate by Departments - that certificates should be either issued by Departments or paid for by them.   An extension of this is the suggestion that Departments should contract a CA and in effect mandate their services for their clients (a 'tame' CA perhaps.....).   Our clear view is that this should be a market driven process once Gatekeeper accreditation is achieved - similar to say the BEP payments panel.

· the cost model really needs to be pinned down - I realise that much will depend on the registration process but our previous discussions with one CA would suggest that the cost of certificates could be determined sooner rather than later.   Costs of the order of $50 a certificate should be possible.

· the suggestion that we end up with varying levels of certificate rather on basic type meets most users seems unusual and again, against the original purpose of the ABN-DSC.   With the recent denial of service attacks the question of a robust initial level of authentication has heightened priority.

· the general perception that the process is more or less directed at Government and thus has departed from the original intention of facilitating B2B e-commerce. 

· It is of some concern that we view the initial problems with the ABN itself – which, afterall, will be the basis for authentication of our clients.  Press reports about incorrect and duplicate ABNs may be just teething problems but may force Customs to have supplementary registration/identification processes.

Customs has assumed that we could not entirely rely on the certificate for security and legal identification needs but we do want to see a basic low cost, robust, high value certificate that has broad currency for G2G, G2B, B2B and B2G.   One promising recent development is the suggestion that the banks issue Gatekeeper accredited certificates that also have currency for bank specific PKI methodology (Identrus).   Most Australian major banks have now signed up to this process and linkages to gatekeeper are being explored.

From a business perspective we assume that the PKI process will be embedded in business solutions (ie software) and invisible to the user - access could then be by smart card (for example).   Business is likely to want a standard certificate that can be loaded accordingly and ‘embellished’ as needs be - presumably this embellishment market is what Gatekeeper CA’s and others will want to capture. 

It is becoming frustrating to see that some key issues are yet to be pinned down and that perhaps unnecessary complications are diverting us from practical outcomes.

I have to say that I am somewhat relieved that CMR will not be launching any major applications until at least March 2001.  That said, system considerations mean that assumptions are being made now so matters do need to get nailed down.
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Law Enforcement

I think recent events with the I Love You worm have thrown into relief just how flimsy the foundations of the information economy can be – if we add to that consumer ‘fears’ about security we have serious concerns that could impede e-commerce growth.    For law enforcement agencies there is another dimension to this – that we are already beginning to deal with increasingly sophisticated and technologically aware criminals who will take every advantage they can of the anonymity of the Web.   There have been recent press reports that demonstrate a clear and rising trend. 

·  Increased cases of offensive material being reported under the OnLine Content Regulation Scheme.  Department of Defence being a Mecca for hackers (20 times a day in 2000) – mostly scanning the DoD firewall, DoD admits spending $8 million a year to protect itself which itself.   Likely attacks on the Olympics by the Anti-Olympic alliance and S11.  Denial of service attacks putting St George’s Internet banking site off the air last week (120,000 customers) – though security was not breached.  Harvey Norman cancelling Internet credit card payments after a fraud rate of over 25%.

· No longer just benign hackers but professional crackers. AFP has reported a steady increase of industry espionage using the web – instances of e-crime by businesses (that are reported) has risen 100% over the last year. 

· One of the more persistent problems is linked to the demand for instant web gratification – thus browser downloads do not have security applications obviously included.  When this is see in the context of sheer sloppy applications development by major software developers then major issues become apparent.  Thus the recent damage control exercise by PGP – bringing out the ‘legendary’ Phil Zimmermann – after discovery of a back door to its security software.    After deciding to improve PGP, Network associates, added an Additional Decryption Key allowing employers the ability to decode messages from their employees…..this remained undetected for 2 years, patches are now available.   But how many users public keys have been compromised? 

· One of the solutions is to authenticate your e-commerce partners – assuming of course that you have a ’trusted’ product!!!   A recent study by Deloitte’s did show that PKI methodologies are likely to be appreciated and adopted by business for this reason.  Banks are working to this end with their Indentrus systems, which will carry the carrot of assuming identity risk – as I noted most large banks in Australia are signed up.   And, after all everyone trusts their bank…..Credit providers such as AMEX are also following a similar line (not before time).

Now I don’t want to be a bogey man here.  Law enforcement agencies are keen to work with colleagues in Government and industry to ensure that the information economy has a secure foundation.  HOCOLEA agencies
 have formed a research group known as the Action Group into the Law Enforcement Implications of E-Commerce (AGEC) that advises NOIE and OGO and Australasian Police Commissioners (Federal, State, New Zealand and PNG) are working on an E-Crime strategy.  Recently a Joint Parliamentary Committee began an inquiry into the law enforcement implications of new technology. 

· I think we share a common purpose – to allow e-commerce to flourish by giving consumers and business alike the confidence that their transactions are secure and that illegal activity will be punished.

· The AGEC’s work has been well received both here and overseas and its reports and papers have been published (www.austrac.gov.au).    Its 1999 Report to HOCOLEA, “ Contributions to Electronic Commerce: what law enforcement and revenue agencies can do” canvassed policy considerations for Government.  These were based on previous discussion of scenarios, countermeasures in response to short, medium and long term threats.  The AGEC divided its policy options into approaches along ‘environmental’ and ‘tools and powers’ lines.

In the first category we placed adoption of risk management strategies – akin to programs adopted for the Y2K problem, working with industry like the AIIA, ASX, ISPs, insurance companies and the like.  This approach could build upon other Government initiatives such as the Model Code for Consumer Protection in Electronic Commerce” released by the Minister for Financial services and Regulation this year.  Professional Internet security skills - the Government could look to core competencies, endorsing courses in Internet security by both commercial companies and tertiary institutions, development of accreditation in Internet security by professional associations and ensure that probity checks for e-commerce personnel are at least as stringent as for physical security.  Regulation for Internet security specialists may also be an option – could put Australia in a leading position based upon existing standards.  Development of IT security response and intelligence capabilities – look to a national notification scheme.  Use of electronic authentication by say web servers to reduce the incidence of fraud, theft of intellectual property and breaches of privacy.   Perhaps the Government should take the lead.  Encourage more adequate record keeping by ISPs – design processes that are commercially sustainable and effective.   Lastly use of web site identifiers – such as the ABN or trading names – will assist both law enforcement and consumers.

The question of tools and powers is grey and dependant on technically developments.  We have identified a need for a National Computer Forensics Capability to support the investigation of computer and Internet related crime.  A number of agencies are already developing this capability as it is very much needed at coal face level.  Legal reforms are needed to combat ‘new offences’ - new warrant provisions may be required to facilitate online investigations.  International agreements will be needed – while mutual assistance provisions are readily available formal investigation and prosecution of crime needs treaty level support.   Examples of likely action include tracing attacks on computer systems in real time, obtaining admissible evidence, investigations support and taxation treaties.  One contentious area is Internet media monitoring  - gathering evidence on various Internet media groups using various search techniques (the FBI’s Carnivore is one perhaps unfortunate example!!!).

· The US Congress has voted $2 billion to fight cyber crime; the FBI has a specific 'aggressor' program to target e-criminals and the US has legislation which will jail hackers and a number a serving up to 5 year terms at the moment.    

· I mentioned the need for adequate legislation - in Europe the lack of adequate legislation to combat e-crime is beginning to be viewed with alarm – the Council of Europe has proposed a Treaty to combat cybercrime.   Attorney General’s in Australia has issued a discussion paper for public comment on the proposed Model Criminal Code, which will cover future computer offences.
· The AFP has a very good international and national liaison network that was used to excellent advantage in the recent love bug attacks.   Given the natural reluctance to report electronic break-ins and other crime, the need for ongoing liaison with specialised private sector groups, such as AUSCERT and the AIIA, will be essential.
· The impact of this type of offence is immediate and, for counter efforts to be successful, needs to be investigated by a front line law enforcement agency rapidly and on international and national levels.  While Australia has a buffer arising from the tyranny of distance it is vital that agencies take advantage of this – as did occur with the Love Bug.  Despite the warnings and precautions millions of dollars damage was done to industry (to say nothing of some federal departments).  After 1 July attacks such as the love bug will be classified as attacks on the National Information Infrastructure as thus coming under the Crimes Act.  More recent attacks have been reported on say the St George Internet banking site (maybe a disgruntled customer or a soon to be retrenched employee).

· Agencies need to work in cooperation with industry on a range of matters such as record keeping – and this is in train at the moment.  Thus we are working with the AIIA as there is no legal requirement for ISPs to keep records – we are looking at a self assessment regime based upon guidelines.  
· How secure is your site – recent accounts unauthorised access to Treasury’s site may have compromised details of individual business tax records.   Basically the message is that you will experience a break in – layered security measures, such as PKI, are needed to minimise the harm. 

Events like the love bug and Internet fraud have created an expectation that Government should do more to protect the virtual consumer.   Overall HOCOLEA could look to reports by the AGEC as well as the Australasian Police Commissioners’ E-Crime Strategy to point government out practical ways for law enforcement to assist e-commerce development.
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International E-Commerce Developments

Customs takes part in a broad international agenda involving interaction with a number of forums both here and overseas.   Attendance at international meetings is important – not the least because travel to Brussels provides opportunities to sample Belgium’s 260 varieties of beer and satisfy numerous orders for Belgian chocolates………

G7/8 Customs data harmonisation project

In 1996 G7 Heads of State initiated a project to harmonise Customs data requirements – this will obviously great impact in our own Asia Pacific region where APEC Customs administrations are likely to evaluate use of the G7 data set. 

The G7 process has agreed a maximum set of Customs data and standard UN/EDIFACT messages to transmit them.  We are closely evaluating the progress of this project with a view to adopting this process in Australia.

At the G8 Heads of State Summit in July there was agreement to proceed with testing the agreed model through prototypes and pilot programs – aiming to reach final implementation by 2005.  Non-G8 participation was encouraged.    

APEC and the Asian Region

We are working with other Australian departments involved with APEC to accelerate the drive towards “paperless trading”.  The UN has estimated that an average international trade transaction involves:

· 27/30 different parties

· 40 documents

· re-keying in 60/70% of data at least once 

The WTO has stated that Customs is involved in every international trade transaction at least twice and the European Union has estimated some $US 8 billion in savings from simplified Customs procedures. 

Each year about 9 billion documents are used around the world to support a global trade in goods worth $ US 5 trillion.  The UN has claimed that about 7% of this value is made up of paper administration - a cost roughly twice the total revenue derived from the world shipping industry. 

Certainly there has been progress; we can see this in our own region with various Customs and wider initiatives. 

· In China, Shanghai Customs is using an EDI system and the Department of Communications will use a Swedish designed electronic gateway system to link ports and shippers.   The Chinese Government will implement a national Internet system for reporting to Departments.

· Many regional Customs administrations have implemented automated systems using UN/EDIFACT and Hong Kong recently opened an electronic gateway for all trade documentation (to handle some 250 million messages annually).     

· Singapore Customs has extensive electronic processes including the WWW.  

· ASEAN’s Customs Group has a Customs EDI project to facilitate Customs to Customs data exchange between Malaysia, Philippines, Korea, Chinese Taipei, China and India.

World Customs Organisation (www.wcoomd.org)

The International Chamber of Commerce (ICC) and the World Customs Organisation (WCO) are working together to address measures to encourage Customs administrations to use automation and electronic information systems as extensively as possible.

The WCO is spearheading the drive to Customs automation and standardisation of Customs systems.  It has encouraged greater use of the Web and is an observers to the G7 Customs Technical Working Group.  We are a prominent contributor to the WCO and, as its meetings are always in Brussels, there are clear benefits as I noted earlier………  

The WCO has updated the Kyoto Convention for Customs simplification and harmonisation – this mandates use of automated Customs processes.  

Trans-Tasman

Australian and New Zealand Customs agencies have been addressing harmonisation and simplification issues for some time, and have made considerable progress.  We aim to improve facilitation of trans-Tasman trade by:

· streamlining Customs regulatory procedures.   We will publish a common ANZ data set this week – following the G8 approach.

· reducing Customs compliance costs for Trans-Tasman business.  CMR will reduce by at least 30% the amount of information required for export/import transactions and provide the necessary basis for a Trans-Tasman Internet-based system for Customs reporting.

· Our end goal is a `one-stop shop' Customs process for Trans-Tasman exporters.  We are evaluating possibilities for establishing partnerships with strategic industry partners and agreeing "cross recognition" for each other's audit and compliance regimes.

ANZ Customs has implemented an agreed work program with specific milestones.

Data Standards and Technology Developments

Some of you may have heard of CEFACT  - the UN Centre for e-business and trade facilitation.  

Last November in Silicon Valley CEFACT and OASIS (a prominent US business association) hosted a meeting to begin the process of developing standards for XML by the end of 2000.  This process has exploded and membership of the ebxml working group has trebled to over 1300.  Global e-commerce standards for exchanging structured computer data will make true international e-commerce a reality – check this out at www.ebxml.org. 

An Australian interest group has been formed to contribute to this process and a list server established to circulate information – information on the Tradegate Electronic Commerce Australia web site (www.tradegate.org.au).   Or go straight to the site at 

oz-ebxml@eGroups.com. 

Two one day seminars are being arranged during November in Sydney and Melbourne to follow the next ebXML meeting in Japan.   Tradegate is facilitating and the intention is to invite the Chairs of the various ebXML working groups and XML 'gurus' to Australia so that as many interested parties as possible can get a first hand account.   Watch the Tradegate web site for further details.

Customs is looking very closely at implications and we would welcome international standards rather than proprietary ones and expect that the ebXML process will deliver these   The G7 Customs initiative promises to deliver data set which could form the basis for a global Customs Common Business Library and a good foundation for standard XML Customs Documents. 
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Customs - Quo Vadis ??


To sum up - how will Customs work in what will increasingly become a global village?

Now Customs has been around for 4,000 years – some (possibly unkindly) have said that it is the world’s second oldest profession.   Or to put another spin on it – as certain as death and taxes…. 

A One Stop Customs Shop.  

· It is inevitable that we will have to deal with lodgement of Customs entries from overseas by other than Australian entities – we are already being asked about this.   Industry will inevitably supply electronic data once only to a single Government entry point.   Fast, reliable, flexible and cost effective e-commerce demands minimal Government ‘interference’.   

· We are also working internationally to harmonise Customs and related requirements.  The World Customs Organisation, the Universal Postal Union, G7 economies and APEC are looking at ways of achieving this.   Australia and New Zealand are also assessing a range of measures such as standard Customs data, accredited client arrangements, tariff simplification and a single Customs entry threshold for Trans-Tasman goods.

Use of Commercial Data

· Benefits for Customs in using commercial data flow - 40% of world trade is intra-company.  Bolero, the Automotive Network Exchange TCP/IP process  - to which Ford Australia and Holden have signed up - and the more recent international retail network are possible examples.   We could end with Customs self-service !   

· Similar common data examples can be found in European port community and are emerging here in Australian posts as well.   Work is under way by the Universal Postal Union to create a standard EDI message for postal consignments – the list goes on……..

· At the moment we are evaluating a ‘combined report’ to Customs by owners/brokers and cargo reporters. We currently receive two streams of data - both of which are based upon commercial data – any sensible person will ask why not just use the source data ?   Australian Customs is also evaluating the overseas lodgement of Customs reports – along with payments.
Internet/Web EDI

· The buzzword in the current Internet environment is XML/EDI and we will be using this for the preferred reporting format to Customs in, say, 12/18 months.  Internet EDI will produce benefits for both Customs and our clients and will streamline even further arrangements for exchange of data.

· Over and above XML, the Internet and the information super-highway will dramatically alter the way Customs and other Government Departments will function.  Customs will need to look at broader industry and technological developments to satisfy requirements.   

Cross Recognition of PKI

· Cross recognition of digital signatures, audit processes and the like will pave the way for international Customs clearance arrangements.    Participation in cooperative ventures with other Customs administrations may become commonplace – either on a bilateral or multilateral basis – G8, APEC and Australia/New Zealand Customs harmonisation are examples.

A realistic appreciation of the need for change, re-engineering strategies and business processes and using of e-commerce to deliver business outcomes will ensure that we may still be around for another 4,000…a bit like death and taxes.
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Questions

That’s about it from me – hope I have covered the ground sufficiently – happy to take any questions now or by email later. 

Over to you. 

Garry Grant

Director Electronic Commerce

Australian Customs 

Fax : 61 2 6275 6105

garry.grant@customs.gov.au
Customs on the web : http://www.customs.gov.au









� HOCOLEA – Heads of Operational Commonwealth Law Enforcement Agencies – represents all Federal agencies and has links to State authorities.
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